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证机制中的关键。基于口令的密钥导出算法分为 PBKDF1 和 PBKDF2。目前，新
的文件认证机制中往往推荐使用密钥导出函数 PBKDF2 来取代 PBKDF1，从而获
得更高的安全性。为此，本文以 OpenOffice 的安全性为例，证明了其中密钥导出
算法 PBKDF2 的理论安全性，并详细分析了 OpenOffice 的实际安全性。主要工作
成果如下： 














   ，其
中 t 代表攻击者询问次数，c 代表迭代次数，|PW|代表口令空间大小，n 是导出密
钥长度；在 CPM 安全定义下，本文证明了 PBKDF2 存在的安全缺陷，证明了迭代











Adv t  ；最后提出几种改进方案，并论证各个方案的安
全性；根据对 PBKDF2 的理论安全性证明结果，给出 OpenOffice 的口令认证机制
的理论安全论断，当 t<<c|PW|时，OpenOffice 的口令认证机制是安全的； 






































The file security is mainly based on identity authentication and data encryption. 
The password-based key derivation function (PBKDF) is used to generate derived key 
during authentication and encryption, the randomness of a derived key is mainly 
influence the whole file security mechanism, so password-based key derivation function 
is the key point in file authentication mechanism. Password-based key derivation 
function is consist of PBKDF1 and PBKDF2. Nowadays, more and more applications 
prefer to use PBKDF2 instead of PBKDF1, which could produce a derived key more 
than 160 bits long and be more secure. Thus, in the paper we take OpenOffice security 
as an example to prove the theoretical security of PBKDF2, and analysis the practical 
security of OpenOffice. The main results are as follows: 
(1) In CCS security mode, we prove the theoretical security of PBKDF2 in the 
random oracle by using Game-Playing technology to quantify the upper bound of 













   , where t is the number of query, c denotes iteration count, 
|PW| is password space, n is the derived key length; In CPM security mode, we find a 
security flaw in PBKDF2, which proves the iteration count c doesn’t improve the 










Adv t  ; Finally, we propose some cases to improve the security of 
PBKDF2 and give the security discussion. According to the PBKDF2 security analysis, 
we give a security conclusion: when t<<c|PW|, OpenOffice password authentication is 
secure. 
(2) We use CUDA technology to make parallel password exhaustion attack on 
OpenOffice by mainstream Nvidia graphics card. With the theoretical and experimental 
results, we recommend that a secure password should be choosen from a mixing up 
character set of numbers, letters and special symbols, and the length of a password 
should longer than 7. 
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（1） 用户知道的信息（something the user knows），如口令，这是最传统也是
最广泛的身份认证方法，一般用“口令”，“用户名+口令”，“用户名+口令+验证码”
的形式； 
（2） 用户所拥有的东西（something the user has），如动态口令卡、令牌等物
理介质[14]，这些介质中通常存储了多组一次性密码，安全认证证书或者包含能根
据用户参数生成动态密码的系统； 
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